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This listing of claims will replace all prior versions and listings of claims in this 
application: 

b.) Listing of Claims 

1. (Currently amended) A network comprising: 

a plurality of network nodes; 

a plurality of routing devices to route network traffics between selected ones of 
said network nodes; 

a plurality of sensors, either integrally disposed in a subset of said routing devices 
or extemally disposed and coupled to the subset of routing devices, to monitor and report 
on network traffic routed through the subset of routing devices in different network 
domains : and 

a plurality of director devices cor responding to the network domains to facilitate 
receipt of information on net work traffic from the sensors a dirootnr rnnplnf^ tn nnia 
s e naora to r e ooivo noUvork trofiTio information from said aongors for said subset of routing 
devices, and to determine in response whether moderating actions are to be taken to 
moderate an amount of network traffic destined for at least one of said network nodes, 
based at least in part on some of said network traffic information received from said 
sensors. 

2. (Original) The network of claim 1, wherein the sensors are equipped to periodically 
gather data denoting at least amount of network traffic routed through said subset of 
routing devices, said data including destinations of said network traffic. 

3. (Currently amended) The network of claim 1, wherein the sensors are equipped to 
periodically report to said director devices data denoting at least amount of network 
traffic routed through said subset of routing devices, said data including destinations of 
said network traffic. 
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4. (Original) The network of claim 1, wherein the sensors are equipped to facilitate 
application of desired moderation on network traffic through selected ones of said subset 
of routing devices. 

5. (Currently amended) The network of claim 1, wherein the director is devices are 
further employed to determine in response moderating actions to be taken» including 
where the moderating actions are to be taken, if the dkector devices determine detonninoo 
that moderating actions are to be taken to moderate the amount of network traffic. 

6. (Currently amended) The network of claim 1, wherein the director is devices are 
further employed to determine in response whether moderating actions are to be relaxed 
for the at least one of the network nodes, based at least in part on some of said network 
traffic reports received from said sensors. 

7. (Currently amended) The network of claim 6. wherein the director is devices are 
further employed to determine in response moderation relaxation actions to be taken, 
including where the moderation relaxation actions are to be taken, if the director 
dotcrminoa devices determine that moderation relaxation actions are to be taken to relax 
moderation on the amount of network traffic. 

8. (Currently amended) The network of claim 1, wherein the director is devices are 
further employed to determine in response whether fihering actions are to be taken for the 
at least one of the network nodes, based at least in part on some of said network traffic 
reports received from said sensors. 

9. (Currently amended) The network of claim 8, wherein the director is devices are 
further employed to determine in response where the filtering actions are to be taken, if 
the director d e t e rmin e s devices determine that filtering actions are to be taken to filter out 
network traffic. 
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10. (Original) The network of claim 8, wherein the sensors are equipped to facilitate 
application of desired filtering on network traffic through selected ones of said subset of 
routing devices. 

11. (cancelled) 

12. (Currently amended) A method comprising: 

routing network traffic to and from a plurality of network nodes of a network; 

monitoring and reporting on a portion of said network traffic routed through a 
plurality of routing devices distributively disposed in the network using a plurality of 
director devices corre sponding to different network domains to facilitate receipt of 
information on network traffic fi-om sensors : and 

determining whether moderating actions are to be taken to moderate an amount of 
network traffic destined for at least one of said network nodes, based at least in part on 
some of said network traffic reports received for said routing devices from said sensors . 

13. (Original) The method of claim 12, wherein said monitoring comprises periodically 
gathering data denoting network traffic routed through said routing devices, said data 
including destinations of said portion of network traffic. 

14. (Original) The method of claim 12, wherein said reporting comprises periodically 
reporting on data denoting said portion of network traffic routed through said routing 
devices, said data including destinations of said portion of network traffic. 

15. (Original) The method of claim 12, wherein said method further comprises 
facilitating application of desired moderation on network traffic passing through selecting 
ones of said routing devices. 

16. (Original) The method of claim 12, wherein said method further comprises 
determining moderating actions to be taken, including where the moderating actions are 
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to be taken, if it is determined that moderating actions are to be taken to moderate the 
amount of network traffic destined for a network node. 

17. (Currently amended) The method of claim 12, wherein the method further 
comprises determining in response whether moderating actions are to be relaxed for the 
at least one of the network nodes, based at least in part on some of said network traffic 
reports received from said sensors in the different network domains . 

18. (Original) The method of claim 17, wherem the method further comprises 
determining in response moderation relaxation actions to be taken, including where the 
moderation relaxation actions are to be taken, if it is determined that moderation 
relaxation actions are to be taken to relax moderation on the amount of network traffic 
destined for a network node. 

19. (Original). The method of claim 12, wherein the method further comprises 
determining in response whether filtering actions are to be taken for the at least one of the 
network nodes, based at least in part on some of said network traffic reports received 
from said sensors. 

20. (Original) The method of claim 19, wherein the method further comprises 
determining in response where the filtering actions are to be taken, if it is determined that 
filtering actions are to be taken to filter out network traffic destined for a network node. 

2 1 . (Original) The method of claim 1 9, wherein the method further comprises 
facilitating application of desired filtering on network traffic through selected ones of 
said subset of routing devices. 

22. (Original) The method of claim 12, wherein said sensing is performed using a 
collection of hierarchically organized devices. 
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23. (Currently amended) The method of claim 12, wherein said determining is 
performed using the director devices, which are q oollQQtinn nf hiprflmhtr^lly organized 
devices. 



24. (Currently amended) An apparatus comprising: 

(a) a storage medium having stored therein a plurality of programming 
instructions designed to implement (a. 1) a requestor to request a routing device of a 
network for data denoting network traffic routed through saidrouting said routing device, 
and to request aheration of routing operations of said routing device to moderate an 
amount of network traffic going through said routing device, (a.2) a reporter to report 
said data denoting network traffic routed through saidrouting said routing device, and 
(a.3) a regulator to control submission of said network traffic moderation routing 
operation alteration requests to goidrouting said routing device, responsive to moderation 
instructions provided; and 

(b) a processor coupled the storage medium to execute the programming 
instructions : and 

a communicati on interface for coupling to at least one of a pluralitv of 
hierarchically organized director devices that are coupled to each other to facilitate data 
collection, analysis and traffic regulation . 

25. (Currently amended) The apparatus of claim 24, wherein the apparatuo further 
comprises a communication interface couplod to th e proo o asor, to couple couples the 
apparatus to said routing device asd to facilitate submission of said network traffic 
moderation routing operation alteration requests to saidrouting said routing device. 

26. (Currently amended) The apparatus of claim 24, wherein the apparatus furthof 
eomprises q communication int o rfaoo coupled to the prooeasor, to coupl e said apparatu s 
to a director that d e torminos director devices determine whether modorato moderation 
actions are to be taken to moderate an amount of network traffic, based on said data 
reported, to facilitate reporting of said data to said director devices . 
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27. (Cancelled) 

28. (Currently amended) The apparatus of olaun24 claim 24 . wherein the requestor is 
further used to request alteration of routing operations of said routing device to Fetet 
moderate an amount of network traffic going through said routing device. 

29. (Currently amended) The apparatus of olciim2 4 claim 24. wherein the requestor is 
further used to request filtering operations of said routing device to filter out network 
traffic going through said routing device. 

30. (Currently amended) A networking apparatus comprising: 

a first fimctional unit to route network traffic; 

a second functional unit coupled to the first functional unit to gather data denoting 
network traffic routed through arouting a routing device, and to apply moderating actions 
to said first functional unit to moderate network traffic going through said networking 
apparatus; 

a third functional unit coupled to the second functional unit to report said data; 

and 

a fourth functional imit coupled to the second functional unit to control 
application of said moderating actions to said first functional unit to effectuate a desired 
moderation of network traffic going through said networking apparatus, responsive to 
moderation instructions provided ; and 

a pluralitv of hi erarchicallv organized director devices that are coupled to each 
other to facilitate data collection, analysis and traffic regulation, and issue the moderation 
instructions, being coupled to the third functional unit and the fourth function unit . 

3 1 . (Currently amended) The networking apparatus of claim 30, wherein the networking 
apparatus further comprises a communication interface coupled to the fourth functional 
unit, to couple said networking apparatus to a sdd director devices that determines 



8 of 12 



PACE 10/14 • RCVD AT 4«6/2005 10:26:34 AM [Eastern DayligTit Time] - SVR:USPT0-EFXRF-l/6 " DNIS:8729308 " CSID:17818639931 • DURATION (mm-ss): 05-32 



04/26/2005 09:34 FAX 17818639931 HOUSTON ELISEEVA -> PTO MAIN FAX 121011/014 

Application No.: 09/631.898 
Amendment dated: April 26, 2005 
Reply to Office Action of January 25, 2005 
Attorney Docket No.: 0016.0003usl 

determine whether moderate actions are to be taken to moderate an amount of network 
traffic, based on said data reported, to facilitate reporting of said gathered data to said 
director. 

32. (Original) The networking apparatus of claim 30. wherein the second functional unit 
is further used to relax moderating actions applied to the first functional unit to relax 
moderating an amount of network traffic going through said routing device. 

33. (Currently amended) The networking apparatus of cIaimSQ claim 30. wherein the 
second functional unit is further used to cause the first functional unit to filter out 
network traffic going through said networking apparatus. 

34. (Currendy amended) An apparatus comprising: 

(a) a storage medium having stored therein a plurality of programming 
instructions designed to implement a director devices in different network domainsi tn 
receive reporting of data denoting network traffic routed through a plurality of routing 
devices of a network, and to determine in response whether moderating actions are to be 
taken to moderate an amount of network traffic destined for at least one of a plurality of 
network nodes of said network, based at least in part on some of said reported data; and 

(b) a processor coupled the storage medium to execute the programming 
instructions. 

35. (Currently amended) The apparatus of olaim34 claim 34, wherein said programming 
instructions are designed to determine whether a moderation threshold has been reached 
for a network node, based at least in part on some of said reported data. 

36. (Currently amended) The apparatus of olaim35 claim 35, wherein said programming 
instructions are further designed to determine moderating actions to be taken, including 
where the moderating actions are to be taken, if it is determined that moderating actions 
are to be taken to moderate an amount of network traffic. 
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37. (Original) The apparatus of claim 34, wherein the apparatus further comprises a 
communication interface coupled to the processor, to couple the apparatus to a plurality 
of sensors to receive said data reporting. 

38. (Currently amended) The apparatus of eteimM claim 34. wherein the director 
further determines whether moderating actions being applied are to be relaxed, based at 
least in part on some of said reported data. 

39. (Original) The apparatus of claim 34, wherein the director further determines 
whether filtering actions are to be taken to filter out network traffic, based at least in part 
on some of said reported data. 
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